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A4Cloud Project

@ Part of Cloud Accountability

Project (A4Cloud) CLouD
. ACCOUNTABILITY
o European project PROJECT
@ Lead by HP -
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@ What is Accountability in Cloud infrastructure?
@ How to track Accountability in Cloud infrastructure?
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Examples of Misuse
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Outlawed by Amazon DRM

A couple of days a go, my friend Linn sent me an e-mail, being very
frustrated: Amazon just closed her account and wiped her Kindle.
Without notice. Without explanation. This is DRM at it's worst.

Linn travels a lot and therefore has, or should | say had, a lot of books
on her Kindle, purchased from Amazon. Suddenly, her Kindle was
wiped and her account was closed. Being convinced that something
wrong had happened, she sent an e-mail to Amazon, asking for help.
This was the answer:

Figure : Deletion of Amazon Account

nan-Alexandre Cherrueau

May 25, 2013 3/



Examples of Misuse

©00 /Hox\™Msex((1vex (Do x (@w x (Bin x (B x (Ba ) THor x \\__\¥
CfilD t/201 o ME =

Martin Bekkelund

En blogg om IT

P
Outlawed by Amazon DRM

A couple of days a go, my friend Linn sent me an e-mail, being very
frustrated: Amazon just closed her account and wiped her Kindle.
Without notice. Without explanation. This is DRM at it's worst.

Linn travels a lot and therefore has, or should | say had, a lot of books
on her Kindle, purchased from Amazon. Suddenly, her Kindle was
wiped and her account was closed. Being convinced that something

wrong had happened, she sent an e-mail to Amazon, asking for help.
This was the answer:

Figure : Deletion of Amazon Account

Service Providers control your data access
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Path uploads your entire iPhone address book
to its servers

8 Feb 2012 - Singapore
It all started innocently enough. T was thinking of implementing a Path Mac OS X app as
part of our regularly scheduled hackathon. Using the awesome mitmproxy tool which

featured on the front page of Hacker News yesterday, I started to observe the
arious API calls made to Path's servers from the iPhone app. It all seemed harmless
lenough until I observed a (] request to (TFT 27NNV aTITr).

Upon inspecting closer, I noticed that my entire address book (including full names,
mails and phone numbers) was being sent as a plist to Path. Now I don’t remember
having given permission to Path to access my address book and send its contents to its
ervers, so I created a completely new “Path” and repeated the experiment and I got the
ame result - my address book was in Path's hands.

Figure : Thief of Address Book
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Service Providers control your data usage
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Accountability is a requirement

Service providers have to account:
@ Access and Usage Control
Data location
Data rentention period

°

°

o Data privacy preference

@ Client Anonymity/Pseudonymity
°
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Accountability is a requirement

Service providers have to account:
@ Access and Usage Control
Data location
Data rentention period

°
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o Data privacy preference

@ Client Anonymity/Pseudonymity
°

Accountability is ability to account data usage and protection in cloud
infrastructure
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How to do Accountability

Accountability Obligation
(Laws, Regulatory, ...)

" @ Define AO Requirements
| Domain Specific | @ Transform AO into Domain
Specific
e © Map Domain Specific to
| PPL, Specpal... | existing and new Protocols

@ Apply Protocols on Cloud
Apply Applications to track

\ Accountability
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